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“The Collis solution provides
true card simulation — 1t is
like using real physical cards.
The platform emulates all
the functions of an actual
EMV Chip card and helps
Global Payments deliver
highly reliable, compliant
EMV Chip products that
will have longevity in the
marketplace.”

Jamia J. Awad
VP, Strategic and Third
Party Solution,
Global Payments Canada

Card Image

Collis Card Image Editor

Various EMV card products are now
available worldwide. Each smart
card 1s custom made to reflect the
business requirement of a specific
card product for a specific market
segment for a specific bank in a
specific region, called a Card Image.

Creating EMV Card Images are
complex. The process involves
deep understanding of card issuing
and acquiring, thousands of
pages of technical specifications,
security risk and cryptography
level, etc. They contain hundreds
of parameters; one bit in the wrong
place could cause disaster.

In the end, physical cards are
produced and tested for compliance.
If compliance is not met, you need
redo the process until it does. This
is a costly, time consuming and
error prone process; prolonging the
time to terminal and card roll out.
Ultimately, high quality test tools
are a must to simplify such big
operation.

The Collis Card Image Editor
is a logical addition to Collis’
portfolio of high quality solutions
for the payment industry. As a
comprehensive product for editing
EMV card image it allows the user
to create new or edit existing card
images. This can be done by simply
importing an existing template
which can then be modified to
create unlimited test card criteria.

The value of such a product can be
experienced from both sides of the
payment chain: Issuers can use it
in combination with the Collis EMV
Personalization Validation Tool in
data preparation and validation,
while Acquirers can use it together
with the Collis Card Simulator for
testing terminals.

The result is a highly flexible
solution  giving Issuers and
Acquirers ultimate flexibility and
added value in card or terminal
testing.

Manage your card profiles and images efficiently
Speed up chip profile definition for new card products

Ensure fulfillment of business requirements in your card

products

Output can be used in communication with issuer or

personalisation bureaus

Test your terminals with cards thay you define

Less human errors




Serving Both Sides

Steps

1. Welcome

2. Izsuer and Product

3. Country

4, Application Prowider

&. Acceptance Marks

6. Hardware

7. Cardholder Language
8. Payment Applications

Collis Card Image Wizard: an easy
way to generate card images

Value for Issuers

Value for Acquirers

As an Issuer or Personalisation
Bureau you are constantly in
an uphill struggle in validating
card types. It is costly and time
consuming to produce actual test
cards only to find that they cannot
be validated.

The Collis Card Image Editor and
Wizard can help you avoid this
ongoing battle. The Card Image
Wizard allows you to create card
profile according to your business
requirement. After completing
simple guided steps, you will be
presented with profile-specific card
images.

Now you can take animage of a card
in the Card Image Editor, “tweak”
it, and carry out infinite rounds of
testing before producing the real
card. Moreover, the tool allows
automatic cross referencing with
the EMV specification documents.

The newly created card images can
be validated again with the Collis
EMV  Personalization Validation
Tool to further simplify the testing
process within the development
environment.

If you come from the Acquirer
or Merchant side of the payment
network you are probably already
aware of the difficulty of testing
terminals (POS and ATM) with
physical cards. Risks such as
damaging or losing the cards along
with distribution costs do not help
thesituation. Add the complications
involved with obtaining specific test
cards for specific test requirements
and it becomes clear why the Collis
Card Image Editor can be your new
best friend.

With the Collis Card Image Editor
you can capture card images from
existing cards, or simply open
image library and choose from
hundreds of certified Card Images
designed by Collis expertise over
the last 12 years.

Combined with the Collis Card
Simulator you are now able to
simulate cards for terminal testing.
This approach enables a more
flexible way to trace communication
with terminal without specific test
cards. Hence, your testing process
greatly speeds up. In addition,
you are able to export the data for
creating physical test cards.

Collis Card Image

Wizard
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Editor
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Interaction of Collis Card Image Editor in the Payment Network



CE - Card Issuer Action Code (PayPass)

The Card Issuer Action Codes are compared to the decisional pg
take decisions. Card Issuer Action Code - Default is used by the
transaction is declined if the terminal is not online capable, or if cq
possible. This data element is only used by PayPass applicationg
via the contact interface.

Provide the Card Issuer Action Code - Oniine

Bit Description

[l 8168  Reserved - No Meaning

[] B1b7 Do Mot Take Action I Unable To Go Online Indi
[71 B1b5 Do Mot Take Action ¥ Offine PIN Verfication hol
[7] B1b5 Do Mot Take Action If Offine PIN Verification Faf
B1b4  Take Action f PTL Exceeded

[T B1b3 Do Mot Take Action i International Transaction
[7] B162 Do Mot Take Action ¥ Domestic Transaction
7] B1b1 Do Mot Take Action If Terminal Erroncousty Corl
[¥] B208  Take Action If Lower Consecutive Offine Limit E]
[V] B2b7  Take Action If Upper Consecutive Offine Limit Ef
[V] B2b6  Take Action If Lower Cumulative Offine Limit Ex{
[V¥] B2b5  Take Action If Upper Cumulative Offtine Limit Ex
[¥] B2b4  Take Action ff Go Online On Mext Transaction |
[7] B2b3 Do Mot Take Action I Issuer Authentication Faid
[¥] B2b2  Take Action If Script Received

W] B2 Take Action If Scriot Failed

Element Editor

Card Image Editor

Easy Editing

Card Image Wizard

Collis Card Image Editor’s ability
to selectively edit individual data
elements is achieved via a modern
and easy to navigate graphical user
interface. The Tool:

* Easily create, load, edit,
and update card images,
applications, and file structures

+ Controls over the value of each
parameter

¢ Automatically cross referencing
to EMV specifications

+ Provide a variety of specialty
editors including CVM (Card
Verification Method), Track 1
and 2, and DOL (Data Object
List) editor

¢ Supports single and multi
application

¢ Supports contact, contactless,
and dual interfaces

¢ Supports payment schemes
such as EMV, MasterCard
(Maestro, Cirrus, PayPass,
SecureCode, PayPass MagStripe,
M/Chip, PayPass M/Chip, CAP),
Visa (VSDC, VCPS, Electron,
VPAY, Plus, payWave), Interac,
SPAN, JCB, AmEx

le Edit Tools Window Help

(HEEHE QN Al

Collis Card Image Wizard is fully
integrated into the Collis Card
Image Editor. The Tool is a unique
“EMV Consultant in a Box” that:

¢ Creates fully compliant card
images from scratch in less
than 2 minutes

+ Requires no technical
knowledge

+ Does not ask unnecessary
question

+ Efficiently gather business
requirement

* Supports contact interface
cards

¢ Supports single and multi
application

¢ Create card images of
MasterCard (Debit and Credit,
Maestro, Cirrus, M/Chip, CAP),
Visa (Debit and Credit, Electron,
Plus, VSDC, VCPS)

9FOD Issuer Action Code - De...

SFOE Issusr Action Code - De..

Interpretation Tag  Description
SFOF  Issuer Action Code - On..
9F42 Application Currency Co...
SF4A_Siic Dat

boaoowns o

9F1A  Terminal Country Code

8A Transaction Date

9C  Transaction Type
8F37  Unpredictable Number
9F35 Terminal Type

SC D1 SF 37 04 SF 35 01 9F 45 02 SF 34 O

Appication MasterCard [A0.00.00 00 04 10 10] Sructure. Appication Profie -MiChip vi.L ax %
=
Descripion Tog Vaue <>
CRM Currency Code cs  g7aleuol | [ @ 9c - Cora Piek Mansgement Duts Obect Ust 1 (COOLY) =~
#9) FCl ang internal Dats Elements. Card Issuer Action Code (PayPass) - Decine CF 00 00 00 -6 EMVv4 2 Book 3
&° Aopication Profie Data Elemerts Card Issuer Action Code (PayPass) - Defout €0 08 50 00 1] 41 - Abreviatons
Card lssuer Action Code (PayPass) - Orine CE 08 FB DO 2] 54 - Rutes for isng  Data Object List (00L)
r Card Issuer Action Code - Decine €3 00 00 00 ‘_J?Z et
File Structure Card Issuer Action Code - Defaut €4 0s 50 00 I EASU a Otjacts
= Card Issuer Action Code - Oniine €5 0% FB 00 T Sl
S 5F1=02 Card Risk Management Data Otyect List 1 BC (53 02 D6 SF 03 08 SE... 2] 821 - Cara Fisk Managemert Dato
‘Card Risk Management Dt Object List 2 8D i OA BA 02 55 08 1) 922 Transaction Certiicate Date -
‘Cardholder Narme 5F20 SMITHUOHN t J CCD 855 - GENERATE APPLICATION CRYPTOG
Verification Method List 8E 00 0O 00 00 00 00 00... 1] €8 822 - Transaction Certficate Data -
Certification Authorky Public Key Index (CC) 8F F3 « r
g Counters ©5 02 5F 00 00 00 00 00 00 U ——
:""“"""""'“’“‘”' Currency Conversion Table 01 os 78 00 o1 00 os 78... - | | 9.2 Command Data -
Cardholder Name Type hers to fer Data Biemerts | T
£ e ENERATE Is not
Ppplcstion Expiration D.. 3 o x .| TLVencoded soitis imperatve thatthe ICC knows
Application Effective Date 3 —i| | the format of this data when the command is
5 || received. This is achieved by allowing the ICC ta
: BC - Card Risk Management Data Object List 1 (CDOL1) ‘specify the format of the data to be included in the. S
= GENERATE AC command umw =
. Description  List of data objects (tag and length) to be passed to the ICC inthe Managsment Data Object ist (GDOL)-
BE  Carcholder Verfication .. 1 = command 9.2.1 Card Risk Management Data
SEU, Apphcatoq Usage Corkel RawData  SF 02 06 9F 03 02 SF 1A 02 95 05 SF 2A 02 %A 03
9F03 Applcation Version Num...

OF02  Amount Authorised (Numeric)
9F03  Amount Other (Numeric)

95 Terminal Verfication Results
5F2A  Transaction Currency Code

The CDOL Is a dala objectin the ICC that provides to
ength | | the terminal a list of data objects that must be T
= passed from the terminal to the ICC in the
GENERA] command. There shall be two
inthe ICC, referred to as CDOL1 (tag 8€)

and (tag '8D). GOOL1 is used with the first
BENERATE AC command, and GDOL? is usad with
the second GENERATE AC command (if used). The
terminal uses the appropriate GDOL and the rules
specified in section 5.4 to build the appropriate data
field for the command. Itis the responsibility of the
terminal to ensure that currant data is used in
building the GENERATE AC command. To this end,
the command data should be built immediately prior
- to issuing the GENERATE AC command. %
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Collis Card Image Editor



Contact Us

Product Range Contact
+ Collis Card Image Editor The Collis and Aspects portfolio
Ref Code: C-CIE-P1 of test tools are developed by UL
Recommended for Issuers Transaction Security.
+ Collis EMV Personalization o
Validation Tool For salgs enquiries, pleas?e. contact
Ref Code: C-PVT-P1 us at info@ul-ts.com, v151t- WWW.
ul-ts.com, or contact a UL Licensed
Recommended for Acquirers Reseller.

¢ Collis Card Simulator
Ref Code: C-CS-P1

Additional Products

¢ Collis Brand Test Tool
Ref Code: C-BTT-P1

+ Collis Visa payWave Test Tool
Ref Code: C-VpTT-P1

¢ Collis Card Spy
Ref Code: C-Spy-P1

+ Collis Personalization
Validation for Production
Ref Code: C-PVT-Prod-P1

+ Collis Host Test Tool
Ref Code: C-HTT-P1

Services

¢+ EMV Brand Certification
Service
Ref Code: EMV-BCS

+ EMV Chip Profile Definition
Service
Ref Code: EMV-CPDS

Training

EMV Training
¢ Executive Summary
Ref Code: EMV-ES

¢ Expert Course
Ref Code: EMV-EC

Contactless and Mobile Payments
Training
¢ Executive Summary

Ref Code: CLMP-ES

¢ Expert Course
Ref Code: CLMP-EC
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